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Version="2. 0" <saml: Assertion xmlns: saml="urn:oasis: names:tc:SAML:2. 0:assertion"
Issuelnstant="2005-01-31T12:00:00Z">

<saml:Issuer>

WWW. acompany. com

</saml:Issuer>

<saml:Subject>

<saml:NamelD Format="urn:oasis:names:tc:SAML:1. 1:nameid-format:emailAddress">
j- doe@company. com

</saml:NamelD>

</saml:Subject>

<saml:Conditions NotBefore="2005-01-31T12:00:00Z"
NotOnOrAfter="2005-01-31T12:00:00Z">

</saml:Conditions>

<saml:AuthnStatement

AuthnlInstant="2005-01-31T12:00:00Z" SessionIndex="67775277772">
<saml:AuthnContext>

<saml:AuthnContextClassRef>
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urn:oasis:names:tc:SAML:2. 0:ac:classes:PasswordProtected Transport
</saml: AuthnContextClassRef>

</saml:AuthnContext>

</saml:AuthnStatement>
</saml: Assertion>
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Service W User Agent Identity Provider
1k Request target resource
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2l Redirect to SSO Service
3 Request SSO Senvice
(identify the userand 1dP)
4 Respond with XHTML form
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7k Request target resource
8l Respond with requested resource 4
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cloudsim __ [ X

File Help
[ simulation [ Cloudlets | Hosts | wM | Random |

Set the number of cloudlets created in each request

Min 10
Max 300
Set the options of the cloudlets in each request

Lenght min 40000

Lenght max 40000

File size min 300

e

File size max 300

Output size min 300

\

Qutput size max 300

PES number min

||

PES number rmax

.;ﬁ;uﬁgduﬁl,gﬁw;}»:‘l—i (<o

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help

FHES D0 Gwew T H DB O

iProjects 413 : Services [:Files StartPage |5 Ponerimava | G| PowerimSelectonPolcyMaximumCorrelation.java | & Cloudsi Zjava_ %[5 lqMcjeva &) EHEE
[ examples.norkoad planetiab. 20110412 JeR-B-aRSE PR e F|E
[ examples.workioad planetiab. 20110420 127 iF (3 1=4) { N
-] org.doudbus.coudsim 128 x[k++] = datalj]:
-] org.doudbus.cloudsim.core 129 )
[ org.doudbus.coudsim.core predicates 130 ¥
[ org.cloudbus.doudsim,distributions — 1
[ org.doudbus.coudsim.ists 132 Regression reg = new Regression(x, data[i]):
] org.doudbus.coudsim.network 2| 133 o T 1)
[ org.cloudbus.oudsim.network. datacenter 1] correlationCoefficients.add (reg. getCosfficientOfDetermination () :
5] org.doudbus.doudsin.power 135 N
(8] PonerDatacenter java 136 return correlationCoefficients;
@ PowerDatacenterBroker.java 137/ L 1
- [@ PonerDatacenterNonPowerAware java 138
|| Ponertostjava 139|5 o
8] PonertostUtizatontistory.java 140 * Gets the fallback policy.
@ Ponervmjava 141 i )
@ ponerVmallocationPolicyAbstract.java 142 * @raturn the fallback policy Ay
[ PonermAlocatiorPoicyMorationdbstract i || 143 - . ) HE
a) = | L i y "“=”*“ 2 mT public PowerVmSelectionPolicy getFallbackPolicy() {
115 return fallbackPolicy;
: examples.org.cloudbus.cloudsim.examples.powe... @ % || 145 3
147 X
 Output & & |: HTTP Server Monitor
<Mo View Available >
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Reliability Statistics Case Processing Summary
Cronbach's N of ltems N %
Alpha Valid 30 100.0
a
.753 14 Cases Excluded 0 0
Total 30 100.0
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Mean Std. Deviation N
vl 3.50 .509 30
V2 3.63 .669 30
v3 3.67 .802 30
v4 4.23 .679 30
v5 4,50 .509 30
V6 4.33 AT79 30
V7 4.30 .596 30
v8 4.23 .568 30
v9 4.23 .568 30
v10 3.40 .675 30
vil 4.00 .587 30
v12 3.73 .691 30
v13 3.67 .802 30
v1l4 4.23 .728 30
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Scale Mean if | Scale Variance Corrected ltem- Cronb_ach S
Item Deleted if Item Deleted Total_ Alpha if ltem
Correlation Deleted
vl 52.17 16.971 453 .733
v2 52.03 16.033 494 725
v3 52.00 16.207 .352 742
v4 51.43 16.668 .360 .739
v5 51.17 16.489 576 722
v6 51.33 16.713 557 725
v7 51.37 17.757 .202 754
v8 51.43 17.289 321 .743
v9 51.43 17.220 .336 742
v10 52.27 16.340 427 732
vil 51.67 17.747 .209 .753
v12 51.93 17.444 .209 .756
v13 52.00 17.379 .165 .765
vl4 51.43 15.013 .635 707
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Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .505
Approx. Chi-Square 171.570
Bartlett's Test of Sphericity Df 91
Sig. .000
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Initial Extraction
vl 1.000 .781
v2 1.000 .736
v3 1.000 .661
v4 1.000 .753
v5 1.000 .800
v6 1.000 .763
v7 1.000 .814
v8 1.000 .804
v9 1.000 .752
v10 1.000 .865
v1l 1.000 .798
v12 1.000 779
v13 1.000 .705
v14 1.000 .619
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Initial Eigenvalues Extraction Sums of Squared Rotation Sums of Squared
Component 9 Loadings Loadings
P Total % of Cumulati Total % of Cumulati Total % of Cumulati
Variance ve % Variance ve % Variance ve %

1 3.726 | 26.614 26.614 3.726 26.614 26.614 2.704 19.318 19.318
2 2.384 | 17.029 43.643 2.384 17.029 43.643 2.515 17.964 37.282
3 1.965| 14.034 57.677 1.965 14.034 57.677 1.864 13.314 50.596
4 1.351 9.650 67.327 1.351 9.650 67.327 1.851 13.224 63.820
5 1.204 8.600 75.927 1.204 8.600 75.927 1.695 12.107 75.927
6 .736 5.259 81.187
7 .635 4.533 85.719
8 .554 3.955 89.675
9 434 3.097 92.772
10 .302 2.159 94.932
11 .258 1.844 96.776
12 214 1.531 98.307
13 .156 1.112 99.419
14 .081 .581 100.000
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Component Number
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Component
1 2 3 4 5
vl .207 191 -.119 .044 .828
v2 .066 420 110 .036 .736
v3 -.146 732 .159 125 .249
v4 .535 -.243 .069 521 .363
v5 .827 178 .259 132 -.020
v6 .847 115 .104 .043 .140
v7 11 -.101 -.070 .886 .044
v8 -.015 .320 734 .395 -.084
v9 -.148 419 275 .691 -.031
v10 .126 .886 -.092 -.187 .145
vil .284 .020 .842 -.090 -.027
vi2 .486 401 -.545 .056 -.287
v13 .676 -.153 -.275 -.231 .309
v14 .354 .636 147 .154 .210
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N 30 Mean Rank
Chi-Square 46.828 Sonata 157

df 2 Kerberos 1.43
Asymp. Sig. .000 dotarafe 3.00
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N 30
Normal Parametersab Mean 55.6667
Std. Deviation 4.37338
Absolute .099
Most Extreme Differences Positive 099
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Kolmogorov-Smirnov Z .543
Asymp. Sig. (2-tailed) .930
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SPSS 55 (G355 Sy aw Slikaal gb31 sl buls s s 1 V-0 Jeue

Sum of Squares Df Mean Square F Sig.
Between Groups | 8617.905 2 4308.952 9.199 .001
Within Groups | 18269.071 39 468.438
Total | 26886.976 41
Levene Statistic dfl df2 Sig.
54.588 2 39 .000
Model
- -
Std. Std. 95% Confidence Interval for . .
N Mean Deviation | Error Mean Minimum | Maximum
Lower Bound | Upper Bound
1 14 88.64 34.709 9.276 68.60 108.68 50 136
2 14 85.79 5.632 1.505 82.53 89.04 76 96
3 14 | 117.50 12.996 3.473 110.00 125.00 92 131
Total | 42 97.31 25.608 3.951 89.33 105.29 50 136
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Abstract

The world of internet and computers are becoming more complex and evolving every day. One of the products
of evolution, is cloud computing. Due to this, the sensitivity of data and information privacy seriously as a major
concern for organizations becomes. Companies for provide Web-based services the special attention to
application service providers (ASP) or software as a service (SaaS), which reduces costs and providing specific
applications and focused on the users. This approach the complexity of the design, installation, configuration,
deployment and support of the system by internal sources eliminates that offers many benefits to organizations.

Recently, organizations from the central authentication resources use for Web-based applications and portals
for the greater part of its internal. The authentication single sign on, when properly configured to create a strong
security means that users don't need remember and remembering passwords for different systems. Also makes
easily user's manage and audit. Using the standard for information authentication exchange on the Internet, we
can solve this problem. Security Assertion Markup Language, an XML-based and secure solution for exchange
of user's information between identity provider (organization) and service provider (ASP or SaaS) are provided.
Security Assertion Markup Language Standard defined rules and syntax for the exchange of information, yet
flexible and permit customized data transfer to the external service provider.

In this project we tried to improve the single sign on systems and special for single sign on with using
Security Assertion Markup Language by using the advantagees of the cloud computing and single sign on. To do
so, at first we review the basic concepts and definitions including cloud computing, Security Assertion Markup
Language, authentication and Single Sign On. A short survey was done about authentication ways in order to
provide a better and more complete model, that was tailored to develop a authentication model using Security
Assertion Markup Language and based cloud computing. Also, some of the presented models for each of the
above topics and combination of this concepts was investigated. By combining above methods and information,
a model was suggested and implemented for Single Sign on based on cloud computing with using , Security
Assertion Markup Language in order to help the Single Sign on in the user's authentication process. Finally, after
mentioning the advantages of the proposed model, possible problems of the model was discussed and some
suggestions has been made for solving these problems that can be subject to future works.
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Information security in cloud computing, SAML in cloud computing.
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