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Select * from table_name where user_name="user' and psw="admin123’ or "1'="1";
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Select * from table_name where user_name="Admin’ -- * and psw="";
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Select * from table_name where user_name=‘user’ and psw=‘anything‘; Delete from
table_name;
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Select * From table_name Where id = 5446;

* Blind SQL Injection
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Injected Query #1: Select * From table_name Where id = 5446 AND (1+1) =2;
Injected Query #2: Select * From table_name Where id = 5446 AND (1+1) =3;
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CREATE PROCEDURE [EMP].[RetrieveProfile]
@Name varchar(50),
@Passwd varchar(50)
2. WITH EXECUTE AS CALLER
3. AS
4. BEGIN
5. DECLARE @SQL varchar(200);
7. SET @SQL=select PROFILE from EMPLOYEE where °;
9. IF LEN(@Name) > 0 AND LEN(@Passwd) > 0
10. BEGIN
12. SELECT @SQL=@SQL+ ‘NAME=“‘+@Name+“* and *;
13. SELECT @SOL=@SQL+ ‘PASSWD="“+@Passwd+“*;
15. END
16. ELSE
17. BEGIN
19. SELECT @SQL=@SQL+ ‘NAME="“Guest“*;
21. END
23. EXEC(@SQL)
25. END
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From (var) in context.user where id =1’ or ‘1 = 1’—" && password = ‘1111 select (var)
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SELECT * FROM user WHERE id="1111" AND password="1234" AND CONVERT (char,
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'* Common Gateway Interface
Yy



Vel g g o n O-F
J;&)\}d“}:sw|6}>-)u.~ﬁJv.>;\ijbwASJ..SQ;aobL&A‘“UHIOH”;W)‘MCJ;@‘
kS ezl s Sz 5 o A LSO LD e G s e L LS Ses pl &S

el oS 03l OLES 5 IKE s Y s

V8o on

SELECT * FROM user WHERE id="1111" UNION
SELECT * FROM member WHERE id="admin’ — AND password="1234";
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Var gl = from p in context.user WHERE ql1.1D.Contains (‘11117)  Select new
{p.FName, p.LName};
Var gl = from c in context. Member WHERE q1.1D.Contains (‘admin’) select new

{c.FName, c.LName};
Var g Union = g1.Union (q2);
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SELECT * FROM user WHERE id="admin” AND password="1234’; DROP TABLE user; —
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Var gl = from p in context.user ~WHERE g1.ID.Contains (‘1111°) &&
ql.password="1234"
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CREATE PROCEDURE DBO @userName varchar2, @pass varchar2,

AS

EXEC (“SELECT * FROM user WHERE id="" + @userName + “’ and password="""+
@password + “’);

GO
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function sqi( $value ){
if( get_magic_quotes_gpc() ){
$value = stripslashes( $value );

}
if( function_exists( “mysql _real escape string” ) ){
$value = mysql_real_escape_string( $value );
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{

$value = addslashes( $value );
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return $value;

}
$name=$ GET[‘name’];
$name= sqi($name);
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Function boolean detectionAlgo(detectionQuerylnstance, profileQueryRules, profilePredicateRules, threshold) |

detectionQueryRules = getDetectionQueryRules(detectionQueryInstance);
detectionPredicateRules = getDetectionPredicateRules(detectionQuerylInstance);

fractionQueryMatches = getMatches(detectionQueryRules, profileQueryRules);
fractionPredicateMatches = getMatches(detectionPredicateRules, profilePredicateRules):;
if (fractionQueryMatches < threshold_query)

querylnstanceAnomalous = true;
else if(fractionPredicateMatches < threshold_predicate)

querylnstanceAnomalous = true;

retum querylnstanceAnomalous;
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Create Procedure sp-setPassword
,(@userName varchar (25
,(@old varchar (25
(@new varchar (25
AS
(Declare @command varchar (100

Set @command = ‘update Users set password=""" + QuoteName (@new,”’’”) + <> where username="""+
QuoteName (@userName,’”””) + **” and password="""+ QuoteName (@old, <>*")
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Update Users Set password :"”’7’7’,’,,’,,7,73,3’,”,’,’3’3”’!Abbl’ Where
userName=’administrator’
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* Java EE — use PreparedStatement() with bind variables

* NET — use parameterized queries like SqlCommand() or OleDbCommand() with bind
variables

* PHP — use PDO with strongly typed parameterized queries (using bindParam())
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* Hibernate - use createQuery() with bind variables (called named parameters in Hibernate)
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Http http = new Http()///HTTP s ol o 215
publicintn =0;//c.le cls Cilseo (o - HTTP slow ole 4 40

public int m = 0;
public static int N = 1024;
Http[] https = new HIp[N]; /51 coles sls cileses HTTP )51

Thread[] threads = new Thread[N];//« 1)1 ¢ 550 5 28 5l ol sl ik
public Boolean IsWebsiteScan = true;
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public String TimeUsedStr = "";
public int L =0;

II' DNS ¢ 5,5 Cipylas o sSe
string ss = null;

string ssport = null;

intipl, ip2, ip3, ip4;

string[] t = new string[5];

I - 8 =5 S, sIDNS

public Boolean Locked = true;

public Form1()
{

InitializeComponent();
CheckForlllegalCrossThreadCalls = false; //ac soes <5 Js5b gl il 5 e

}

private void Form1_Load(object sender, EventArgs e)

{
try
{
this.textBox_WebsitesAdd. Text = Application.StartupPath + "\" + "urls.txt";

//fﬂb@ijliéxﬁ e
string myname = Dns.GetHostName();

IPHostEntry mys = Dns.GetHostEntry(myname);
toolStripStatusLabell.Text = mys.AddressList[1]. ToString();

//ff;w:@v,vﬂéiﬂdl;u;\ff

catch (System.Exception ex)

{

MessageBox.Show(ex.Message);

}

}
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import java.awt.*;

import java.awt.event.*;

import javax.swing.*;

import java.net.*;

import java.io.*;

public class Sourcel extends JFrame

private JLabel jLabell;

private JLabel jLabel2;

private JLabel jLabel3;

private JLabel jLabel4;

private JTextField jTextFieldl;
private JTextArea jTextAreal;
private JScrollPane jScrollPanel;
private JProgressBar jProgressBarl;
private JButton jButtonl;

private JButton jButton2;

private JButton jButton3;

private JButton jButton4;

private JButton jButton5;

private JPanel contentPane;

public String Destl="";

public byte filebytel[]l=new byte[10000];
public int filint[];

public String filstr[];

public String filmer([];

public String filtfr([];

public String filsepl[][];
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public String filorgl];

public char pakch[][];
public char shufch[][];
public int ch;

public int flen;

Socket st;

int 1i,3,k,1;

public Sourcel ()

super () ;

initializeComponent () ;

this.setVisible (true);

private void initializeComponent ()

jLabell = new JLabel () ;

jLabell.setFont (new Font ("Arial",Font.BOLD,14));
jLabel2 = new JLabel();

jLabel2.setFont (new Font ("Arial",Font.BOLD,12));
jLabel3 = new JLabel();

jLabel3.setFont (new Font ("Arial",Font.BOLD,12));
jLabel4 = new JLabel();

jLabel4d.setFont (new Font ("Arial",Font.BOLD,12));
jTextFieldl = new JTextField();
jTextFieldl.setFont (new Font ("Arial",Font.BOLD,12));
jTextAreal = new JTextArea();
jTextAreal.setFont (new Font ("Arial",Font.BOLD,12));
jScrollPanel = new JScrollPane();

jProgressBarl = new JProgressBar();
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jProgressBarl.setMinimum( 0 );
jProgressBarl.setMaximum( 100 );
jButtonl = new JButton();
jButton2 = new JButton();
jButton3 = new JButton();
jButton4 = new JButton();
jButton5 = new JButton();

contentPane = (JPanel)this.getContentPane();

jLabell.setForeground(new Color (0, 0, 102));

jLabell.setText ("SOURCE 1");

jLabel2.setForeground(new Color (0, 0, 102));

jLabel2.setText ("Status Information");

jLabel3.setForeground (new Color (0, 0, 102));

jLabel3.setText ("Open the Source File : ");

jLabel4d.setForeground (new Color (0, 0, 102));

jLabel4d.setText ("");

jTextFieldl.addActionListener (new ActionListener () {

public void actionPerformed (ActionEvent e)

jTextFieldl actionPerformed(e);

}

jScrollPanel.setViewportView (jTextAreal) ;

//3jButtonl.setBackground (new Color (102, 102, 255));
jButtonl.setForeground (new Color (0, 0, 102));
jButtonl.setText ("Browse") ;

jButtonl.addActionListener (new ActionListener () {
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public void actionPerformed (ActionEvent e)

jButtonl actionPerformed(e);

}

//3jButton2.setBackground (new Color (102, 102, 255));
jButton2.setForeground (new Color (0, 0, 102));
jButton2.setText ("Channel Encoding");
jButton2.addActionlListener (new ActionListener () {
public void actionPerformed (ActionEvent e)

{

jButton2 actionPerformed(e);

}

//3jButton3.setBackground (new Color (102, 102, 255));
jButton3.setForeground (new Color (0, 0, 102));
jButton3.setText ("Interleaving") ;
jButton3.addActionlListener (new ActionListener () {
public void actionPerformed (ActionEvent e)

{

jButton3 actionPerformed(e);

}

//3jButtond.setBackground (new Color (102, 102, 255));
jButton4.setForeground(new Color (0, 0, 102));
jButton4d.setText ("Send Packets");
jButtond.addActionlListener (new ActionListener () {

public void actionPerformed (ActionEvent e)

jButton4 actionPerformed(e);
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//jButton5.setBackground (new Color (102, 102, 255));
jButton5.setForeground (new Color (0, 0, 102));
jButton5.setText ("Exit");
jButton5.addActionListener (new ActionListener () {

public void actionPerformed (ActionEvent e)

jButton5 actionPerformed(e);

}

JLabel imagelLabell = new JLabel();
Imagelcon vl = new ImagelIcon (this.getClass () .getResource ("packethiding.JPG")) ;

imageLabell.setIcon(vl);

imageLabell.setBounds (400,208,487,200);

add (imageLabell) ;

JLabel imagelabel2 = new JLabel();
ImageIcon v2 = new Imagelcon (this.getClass () .getResource ("Sourcel.JPG"));

imageLabel2.setIcon(v2);

imageLabel2.setBounds (0,0,1000,100) ;

add (imagelLabel?2) ;

JLabel imagelLabel3 = new JLabel();

ImageIcon v3 = new ImagelIcon (this.getClass () .getResource ("hiding.JPG")) ;

imagelLabel3.setIcon (v3);

imageLabel3.setBounds (360,440, 628,258);

add (imageLabel3) ;
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contentPane.setLayout (null);
//contentPane.setBackground (new Color (204, 54, 100));
contentPane.setBackground (new Color (139, 166, 185));
contentPane.setForeground (new Color (51, 51, 51));
//addComponent (contentPane, jLabell, 285,10,245,18);
addComponent (contentPane, jLabel2, 90,380,184,18);
addComponent (contentPane, jLabel3, 87,100,240,30);
addComponent (contentPane, jLabel4, 27,410,200,20);
addComponent (contentPane, jTextFieldl, 87,131,240,30);
addComponent (contentPane, jScrollPanel, 17,400,316,303);
//addComponent (contentPane, jProgressBarl, 27,430,600,20);
addComponent (contentPane, jButtonl, 376,130,83,32);
addComponent (contentPane, jButton2, 526,130,150,30);
addComponent (contentPane, jButton3, 90,200,120,30);
addComponent (contentPane, jButton4, 90,270,120,30);

addComponent (contentPane, jButton5, 90,340,120,30);

this.setTitle ("Packet Hiding- Source 1");

//this.setLocation (new Point (0, 450));

this.setSize (new Dimension (1000, 740));
this.setDefaultCloseOperation (WindowConstants.DISPOSE ON CLOSE) ;

}

private void addComponent (Container container,Component c,int x,int y,int width,int
height)

c.setBounds (x,y,width,height) ;

container.add(c) ;

private void jTextFieldl actionPerformed(ActionEvent e)
{
System.out.println ("\nBrowse For File");

// TODO: Add any handling code here
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private void jButtonl actionPerformed(ActionEvent e)

System.Out_println("\n*********************File Loaded* * * *kkkxkkkkkkxkkkkkm) ,

// TODO: Add any handling code here

try

FileDialog fd=new
FileDialog(this,"Open",FileDialog.LOAD) ;

fd.show () ;

FileInputStream fin=new
FileInputStream(fd.getDirectory()+fd.getFile());

jTextFieldl.setText (fd.getDirectory()+fd.getFile());
File f = new File(fd.getDirectory()+fd.getFile());
fin.read(filebyte);

flen=(int) f.length() ;

jTextAreal.setText ("\n File Loaded"):;
filint=new int[flen+1000];

filstr=new String[flen];

filmer=new String[flen];

filtfr=new String[flen];

filsep=new String[flen] [100];
filorg=new String[flen];

pakch=new char[flen+25][100];
shufch=new char[flen+25][100];

//jTextAreal.append ("\n\n File Loaded");

catch (Exception er)

System.out.println(er);
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private void jButton2 actionPerformed(ActionEvent e)

{

jTextAreal.append ("\n\n Channel Encoding Started");

String msg="Load The File and then Start Channel Encoding";
JOptionPane op=new JOptionPane () ;
op.showMessageDialog (op,msg) ;

}

else

k=10;

System.out.println ("\n****kkxkkxkkxkkxkKkxk*kx**Channel Encoding
Started‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k") ;

//Conversion of Byte to Binary
jTextAreal.append ("\n\n Channel Encoding Started");
System.out.println(flen);

for (i=0;i<flen;i++)

filint[i]=(int) filebyte[i];

//****************

System.out.println("Int Value : ["+i+"] = "+filint[i]);
filstr[i] = Integer.toBinaryString(filint([i]);
//filorg[i] = Integer.toBinaryString(filint([i]);

}

[ ] K Ak
int mprime[]= new int[flen+1000];
double landa=1;

int mx= (int) (landa*filint([flen-1]);

int add amount= (int) (mx/100);

//‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k
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//*******************

for (int c=0;c<flen;c++)

mprime[c]= filint[c] + add amount;

System.out.println ("mprime= "+mprime([c]) ;

mprime[flen-1]=mx;

for (int c=0;c<flen;c++)

filstr[c] = Integer.toBinaryString (mprimel[c]);
filint[i]=mprime[i];

}

//*******************

//Printing Binary Values of Each Character

for (i=0;i<flen;i++)

System.out.println(filstr([i]);
try

{

Thread.sleep(2);

}

catch (Exception er)

System.out.println ("Sleep Disturbed : "+er);

//Separation of each binary values in to 2Dimensional String array

for (i=0;i<flen;i++)

for (j=0;j<filstr([i].length();j++)
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filsepli] [j]=Character.toString (filstr[i].charAt(j));

}

//Printing This values

for (i=0;i<flen;i++)
Lor(jO;j<filstr[i].length();j++)
;ystem.out.print(filsep[i}[j}+" ")
;ystem.out.print("\n");

try

;hread.sleep(2);

iatch (Exception er)
;ystem.out.println("Sleep Disturbed : "+er);

}

//Adding redundant Data to the Binary values
for (i=0;i<flen;i++)

{

for (j=0;j<filstr([i].length();j++)

{

filsep[i] [j]=filsep([i][j]+filsep[i][j]l+filsep[i][]];
}

}

//Printing the values
for (i=0;i<flen;i++)
{

for (j=0;j<filstr[i].length();j++)
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System.out.print (filsep[i] [J]+" ")

System.out.print ("\n");

try

Thread.sleep(2);

catch (Exception er)

System.out.println("Sleep Disturbed

}

//Merging for Interleaving

for (i=0; i<flen;i++)

filmer[i]="";

for (j=0;j<filstr([i].length();j++)
{

filmer[i]+=filsep[i][]j];

}

//Printing the values

for (i=0;i<flen;i++)

System.out.println(filmer[i]+" ");
try
{

Thread.sleep(2);

catch (Exception er)

System.out.println ("Sleep Disturbed

"+er);

"+er);
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}System.out.println ("\n***kkEkkkkkkkkkkkxkkKkx*k**Channel Encoding
Completed*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**") ;

jTextAreal.append ("\n\n Channel Encoding Completed");

private void jButton3 actionPerformed(ActionEvent e)

{

if (k!=10)

String msg="Load The File, Complete the Channel Encoding and then
Start Interleaving";

JOptionPane op=new JOptionPane () ;

; op.showMessageDialog (op,msq)

else

k=15;
jTextAreal.append ("\n\n Interleaving Process Started");

System.out.println ("\n****xkxkkkkkkkkkk*kk*x*k*x*nterleaving
Started**************") ;

// TODO: Add any handling code here

//Seperating the String for Interleaving

for (i=0;i<flen;i++)

for (j=0;j<filmer([i].length();j++)

{

pakch[i] [j]=filmer[i].charAt(3);

//Printing the values

for (i=0;i<flen;i++)

for (j=0;j<filmer([i].length();Jj++)
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{

System.out.print (pakch[i] [J]+" ")
}

System.out.print ("\n");

try

{

Thread.sleep(2);

}

catch (Exception er)

{

System.out.println("Sleep Disturbed :

}

}

for (i=0;i<flen; i++)

{

for (§=0;3<1;j++)

{
if((filmer[i].length())==21)
{

shufch[i] [0]=pakch[i] [5];
shufchli] [1]=pakch[i] [12];
shufch[i] [2]=pakch[i] [11];
shufch[i] [3]=pakch[i][9];
shufchli] [4]=pakch[i] [6];
shufch[i] [5]=pakch[i] [10];
shufchli] [6]=pakch[i] [8];
shufch[i] [7]=pakch[i] [20];
shufch[i] [8]=pakch[i] [0];
shufch[i] [9]=pakch[i] [4];
shufch[i] [10]=pakch[i][1];
shufch[i] [11]=pakch[i][19];
shufch[i] [12]=pakch[i][13];
shufch[i] [13]=pakch[i][7];

shufch([i] [14]=pakch[i] [16];

"+er);
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shufch([i] [15]=pakch[i] [3];
shufch([i] [16]=pakch[i] [17];
shufch[i] [17]=pakch[i][15];
shufch([i] [18]=pakch[i] [2];
shufch([i] [19]=pakch[i] [18];
shufch[i] [20]=pakch[i][14];
}

else if((filmer[i].length())==18)
{

shufch[i] [0]=pakch[i][5];
shufchli] [1]=pakch[i] [12];
shufchli] [2]=pakch[i] [11];
shufch[i] [3]=pakch[i][9];
shufch([i] [4]=pakch[i] [6];
shufch[i] [5]=pakch[i] [10];
shufch([i] [6]=pakch[i] [8];
shufch[i] [7]=pakch[i] [0];
shufch[i] [8]=pakch[i] [4];
shufchl[i] [9]=pakch[i] [1];
shufch[i] [10]=pakch[i][15];
shufchli] [11]=pakch[i][7];
shufch[i] [12]=pakch[i][16];
shufch([i] [13]=pakch[i] [3];
shufch[i] [14]=pakch[i][17];
shufch[i] [15]=pakch[i][13];
shufch([i] [16]=pakch[i] [2];
shufch[i] [17]=pakch[i][14];
}

else

{

shufch[i] [0]=pakch[i] [5];
shufch(i] [1]=pakch[i] [11];
shufchli] [2]=pakch[i] [10];
shufch[i] [3]=pakch[i][9];
shufch([i] [4]=pakch[i] [6];

shufch([i] [5]=pakch[i] [2];
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shufch[i] [6]=pakch[i][8];
shufch(i] [7]=pakch[i][0];
shufch[i] [8]=pakch[i] [4];
shufch([i] [9]=pakch[i] [1];
shufch([i] [10]=pakch[i] [3];
shufch([i] [11]=pakch[i] [7];

}

}
}

//Bottle neck

if (flen<=50)

{

1=(int) (Math.random() *3) ;
for (int a=0;a<=3;a+=1)

{

j=(int) (Math.random() *10) ;
shufchla]l [§]1="\0";

}

}

else 1if(flen>=51&&flen<=210)
{

1=(int) (Math.random() *4) ;
for(int a=31;a<=10;a+=1)

{

j=(int) (Math.random() *10) ;
shufchla] [§]1="\0";

}

}

else if (flen>=251&&flen<=500)
{

1=(int) (Math.random() *4) ;
for(int a=110;a<=192;a+=1)
{

j=(int) (Math.random() *10) ;



shufchla]l [jJ]="\0";

}

}

else if (flen>=501&&flen<=750)
{

1=(int) (Math.random() *4) ;
for (int a=440;a<=501;a+=1)
{

j=(int) (Math.random() *10) ;
shufchla]l [§J]1="\0";

}

}

else if (flen>=751&&flen<=1000)
{

1=(int) (Math.random() *4) ;
for (int a=652;a<=751;a+=1)
{

j=(int) (Math.random() *10) ;
shufchla]l [§]1="\0";

}

}

else

{

1=(int) (Math.random() *4) ;
for (int a=500;a<=610;a+=1)
{

j=(int) (Math.random() *10) ;
shufchla] [§]1="\0";

}

}

//Printing the values

for (i=0;i<flen;i++)

{

for (j=0;j<filmer([i].length();j++)

{
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System.out.print (shufch[i][3]1+" "),

System.out.print ("\n") ;

try

Thread.sleep(2);

catch (Exception er)

System.out.println("Sleep Disturbed "ter);
}

}

//Merging for Transfering

for (i=0;i<flen; i++)

{

filtfr[i]="";

for (j=0;j<filmer([i].length();j++)

{

filtfr[i]+=shufchl[i] [J];

}

}

for (i=0;i<flen;i++)

{

System.out.println ("Packet ["+i+"] = "+filtfr[i]);
try

{

Thread.sleep(2);

}

catch (Exception er)

{

System.out.println("Sleep Disturbed "ter) ;

}
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System.out.println ("\n****kkxkkxkkxkKkxxk*kx*xInterleaving
Completed**************") ;

jTextAreal.append ("\n\n Interleaving Process Completed");

private void jButton4 actionPerformed(ActionEvent e)

{

if (k!=15)

final ImagelIcon icon = new Imagelcon ("attack.png");
JOptionPane op=new JOptionPane () ;

op.showMessageDialog (null, "Complete the Channel Encoding, Interleaving and then
Send the Packets", "Message", JOptionPane.INFORMATION MESSAGE, icon);

//String msg="Complete the Channel Encoding, Interleaving and then
Send the Packets";

//JOptionPane op=new JOptionPane () ;

; //op.showMessageDialog (op, msg)

else

jTextAreal.append ("\n\n Sending Packets to Destination");
System.out.println ("\nSending Packets Started");

// TODO: Add any handling code here

try

Destl="";

FileInputStream fis=new FileInputStream("QueueAddress.txt");
while ((ch=fis.read())!=-1)

Destl+=(char)ch;

Destl.trim();

System.out.println ("The Address of Destination : "+Destl);
st=new Socket (Destl,4500);

DataOutputStream dos=new DataOutputStream(st.getOutputStream())

dos.writeInt (flen) ;
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dos.writeUTF ("Destl") ;

for (i=0; i<flen;i++)

dos.writeUTF (filtfr[i]);

catch (Exception er)

System.out.println(er) ;

jTextAreal.append ("\n\n Packets Sent to Destination");
System.out.println ("\nSending Packets Completed");

}

private void jButton5 actionPerformed(ActionEvent e)
{

System.out.println ("\nExit");

// TODO: Add any handling code here

System.exit (0) ;

public static void main(String[] args)

{

new Sourcel () ;
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import
import
import
import

import

public

{

private
private
private
private
private
private
private
private
private
private
private
private
private
public
public
public
public
public
public

public

java.awt.*;
java.awt.event.*;
javax.swing.*;
java.io.*;

java.net.*;

class Destinationl extends JFrame

JLabel jlLabell;
JLabel jLabel2;
JLabel jLabel3;
JLabel jLabel4;
JTextField jTextFieldl;
JTextArea jTextAreal;
JScrollPane jScrollPanel;
JProgressBar jProgressBaril;
JButton jButton2;
JButton jButton3;
JButton jButton4;
JButton jButton5;
JPanel contentPane;
String Fien="";
String Destl="";
int 1i,3j;
int ch;
static int fillen;
int intfec[];

int intval[];
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public char chfec[];

public char pakchl[][];

public char filreord[][];

public String[] filtfr;

public String filfec[];

ServerSocket ss;

Socket so;

public float codrt;

public float bklen;

public float intdth,orgblk,Per,Effy;

public float k,Probjn,n,ENI,PLReff;

public Destinationl()
{
super();

initializeComponent();

this.setVisible(true);

try

{

ss=new ServerSocket(4501);

while(true)

{

so=ss.accept();

jTextAreal.setText("\n Packets Recieving Started");
DataInputStream dis=new DataInputStream(so.getInputStream());
fillen=dis.readInt();

filtfr=new String[fillen];

intval=new int[fillen];

intfec=new int[fillen];

chfec=new char[fillen+25];

pakchl=new char[fillen+25][100];

filreord=new char[fillen+25][100];

filfec=new String[fillen];
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jTextFieldl.setText("//Destination 1/Resultl.txt");

System.out.println("File Length : "+fillen);
for(i=0;i<fillen;i++)

{

filtfr[i]=dis.readUTF();

System.out.println("Packet : ["+i+"] = "+filtfr[i]);

}

System.out.println("**********packets Recieved From The
SOUPCQ***********");

jTextAreal.append("\n\n Packets Received");Per=100;

System.out.println("File Length : "+fillen);

}

catch (Exception er)

{
System.out.println(er);

}

/**
* This method is called from within the constructor to initialize the form.
* WARNING: Do NOT modify this code. The content of this method is always regenerated
* by the Windows Form Designer. Otherwise, retrieving design might not work properly.
* Tip: If you must revise this method, please backup this GUI file for JFrameBuilder
* to retrieve your design properly in future, before revising this method.
*/

private void initializeComponent()

{

jLabell = new JLabel();

jLabell.setFont(new Font("Arial",Font.BOLD,14));
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jLabel2 = new JLabel();

jLabel2.setFont(new Font("Arial",Font.BOLD,12));

jLabel3 = new JLabel();

jLabel3.setFont(new Font("Arial",Font.BOLD,12));
jLabel4 = new JLabel();

jLabel4.setFont(new Font("Arial",Font.BOLD,12));
jTextFieldl = new JTextField();

jTextFieldl.setFont(new Font("Arial",Font.BOLD,12));
jTextAreal = new JTextArea();

jTextAreal.setFont(new Font("Arial",Font.BOLD,12));
jScrollPanel = new JScrollPane();

jProgressBarl = new JProgressBar();

//jButtonl = new JButton();

jButton2 = new JButton();//((new ImageIcon("bul.gif")));
jButton3 = new JButton();//((new ImageIcon("bul.gif")));
jButton4 = new JButton();//((new ImageIcon("bul.gif")));
jButton5 = new JButton();//((new ImageIcon("bul.gif")));

contentPane = (JPanel)this.getContentPane();

jLabell.setForeground(new Color(0, 0, 102));

jLabell.setText("DESTINATION 1");

jLabel2.setForeground(new Color(0, 0, 102));

jLabel2.setText("Status Information");

jLabel3.setForeground(new Color(e, 0, 102));

jLabel3.setText("Recieved File Location : ");

jLabel4.setForeground(new Color(e, 0, 102));

jLabel4.setText("");

jTextFieldl.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e)

{

jTextFieldl_actionPerformed(e);
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s

jScrollPanel.setViewportView(jTextAreal);

//jButton2.setBackground(new Color(102, 102, 255));
jButton2.setForeground(new Color(0, 0, 102));
jButton2.setText("De-Interleaving");
jButton2.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e)

{

jButton2_actionPerformed(e);

}

s

//jButton3.setBackground(new Color(102, 102, 255));
jButton3.setForeground(new Color(@, 0, 102));
jButton3.setText("Channel Decoding");
jButton3.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e)

{

jButton3_actionPerformed(e);

}

s

jButton4.setForeground(new Color(@, 0, 102));
jButton4.setText("Result");
jButtond.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e)

{

jButton4_actionPerformed(e);

}
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jButton5.setForeground(new Color(0, 0, 102));
jButton5.setText("Exit");
jButton5.addActionListener(new ActionListener() {
public void actionPerformed(ActionEvent e)

{

jButton5_actionPerformed(e);

}

1)
JLabel imagelabell = new JLabel();
ImageIcon vl = new ImageIcon(this.getClass().getResource("packethiding.JPG"));

imagelLabell.setIcon(vl);

imagelLabell.setBounds(400,208,487,200);

add(imagelLabell);

JLabel imagelLabel2 = new JLabel();
ImageIcon v2 = new ImageIcon(this.getClass().getResource("Destination1.3PG"));

imageLabel2.setIcon(v2);

imagelLabel2.setBounds(0,0,1000,100);

add(imagelLabel2);

JLabel imagelLabel3 = new JLabel();
ImageIcon v3 = new ImageIcon(this.getClass().getResource("hiding.JPG"));

imageLabel3.setIcon(v3);

imageLabel3.setBounds(360,440,628,258);

add(imagelLabel3);

contentPane.setlLayout(null);
contentPane.setBackground(new Color(13, 105, 169));
contentPane.setForeground(new Color(51, 51, 51));

addComponent(contentPane, jlLabel2, 90,380,184,18);
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addComponent(contentPane, jlLabel3, 87,100,240,30);
addComponent(contentPane, jlLabeld, 27,410,200,20);
addComponent(contentPane, jTextFieldl, 87,131,240,30);
addComponent(contentPane, jScrollPanel, 17,400,316,303);
addComponent (contentPane, jButton2, 526,130,150,30);
addComponent(contentPane, jButton3, 90,200,150,30);
addComponent (contentPane, jButton4, 90,270,120,30);

addComponent (contentPane, jButton5, 90,340,120,30);

this.setTitle("Packet Hiding- Destination 1");
this.setSize(new Dimension(1000, 7490));

this.setDefaultCloseOperation(WindowConstants.DISPOSE_ON_CLOSE);

}

private void addComponent(Container container,Component c,int x,int y,int width,int height)

{

c.setBounds(x,y,width,height);
container.add(c);

}

private void jTextFieldl_actionPerformed(ActionEvent e)

{

System.out.println("\njTextFieldl_actionPerformed(ActionEvent e) called.");

// TODO: Add any handling code here

private void jButton2_actionPerformed(ActionEvent e)

{

System.out.println("\np¥*****rttrkxixx*pa-Tnterleaving Started*i*rktrkrikrkrxiy o
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//System.out.println("fillen = "+fillen);
jTextAreal.append("\n\n De-Interleaving Process Started");
for(i=0;i<fillen;i++)

{

for(j=0;j<filtfr[i].length();j++)

{

pakch1[i][j]=Ffiltfr[i].charAt(]);

}

}

//Printing the values

k=(float) (Math.random()*2);
for(i=0;i<fillen;i++)

{

for(j=0;j<filtfr[i].length();j++)

{

System.out.print(pakch1[i][j]+" ");
}

System.out.print("\n");

try

{

Thread.sleep(2);

}

catch (Exception er)

{

System.out.println("Sleep Disturbed : "+er);
}

}

//De-Interleaving
for(i=0;i<fillen;i++)

{

for(j=0;j<1;j++)

{
if((filtfr[i].length())==21)
{

bklen=filtfr[i].length();
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filreord[i][@]=pakch1[i][8];
filreord[i][1]=pakchi[i][10];
filreord[i][2]=pakch1[i][18];
filreord[i][3]=pakch1[i][15];
filreord[i][4]=pakch1[i][9];
filreord[i][5]=pakchi[i][0];
filreord[i][6]=pakch1[i][4];
filreord[i][7]=pakch1[i][13];
filreord[i][8]=pakch1[i][6];
filreord[i][9]=pakch1[i][3];
filreord[i][10]=pakch1[i][5];
filreord[i][11]=pakch1[i][2];
filreord[i][12]=pakch1[i][1];
filreord[i][13]=pakch1[i][12];
filreord[i][14]=pakch1[i][20];
filreord[i][15]=pakch1[i][17];
filreord[1][16]=pakch1[i][14];
filreord[1][17]=pakch1[i][16];
filreord[i][18]=pakch1[i][19];
filreord[i][19]=pakch1[i][11];
filreord[i][20]=pakch1[i][7];

}

else if((filtfr[i].length())==18)

{
filreord[i][@]=pakch1[i][7];
filreord[i][1]=pakch1[i][9];
filreord[i][2]=pakch1[i][16];
filreord[i][3]=pakch1[i][13];
filreord[i][4]=pakch1[i][8];
filreord[i][5]=pakch1[i][@];
filreord[i][6]=pakch1[i][4];
filreord[i][7]=pakch1[i][11];
filreord[i][8]=pakch1[i][6];
filreord[i][9]=pakch1[i][3];
filreord[i][10]=pakch1[i][5];

filreord[i][11]=pakchl[i][2];



filreord[i][12]=pakch1[i][1];
filreord[1][13]=pakch1[i][15];
filreord[i][14]=pakch1[i][17];
filreord[i][15]=pakchi[i][10];
filreord[i][16]=pakch1[i][12];
filreord[1][17]=pakch1[i][14];
}

else

{

filreord[i][@]=pakch1[i][7];
filreord[i][1]=pakch1[i][9];
filreord[i][2]=pakch1[i][5];
filreord[i][3]=pakchi[i][10];
filreord[i][4]=pakch1[i][8];
filreord[i][5]=pakchi[i][0];
filreord[i][6]=pakch1[i][4];
filreord[i][7]=pakch1[i][11];
filreord[i][8]=pakch1[i][6];
filreord[i][9]=pakch1[i][3];
filreord[i][10]=pakch1[i][2];
filreord[i][11]=pakch1[i][1];

}

}

}

//Printing the values
for(i=0;i<fillen;i++)

{
for(j=0;j<filtfr[i].length();j++)

{

System.out.print(filreord[i][j]+" ");

}
System.out.print("\n");
try

{

Thread.sleep(2);



}

catch (Exception er)

{

System.out.println("Sleep Disturbed : "+er);
}

}

jTextAreal.append("\n\n De-Interleaving Process Completed");

System.out. pr\intln( "\n***************De-Inter‘leaVing completed***************" );

}

private void jButton3_actionPerformed(ActionEvent e)

{

System.out.println("\p¥***k*xkkrkxikxChannel Decoding Stsrtedi*rkrikrikiokrikrkkxt) o
// TODO: Add any handling code here

orgblk=7;

//Decoding FEC

jTextAreal.append("\n\n Channel Decoding Process Started");
for(i=0;i<fillen;i++)

{

filfec[i]="";

for(j=0;j<filtfr[i].length();j++)

{

if(filreord[i][j+2]!="\0")

{
filfec[i]+=""+filreord[i][j+2];
J+=2;

}

else if(filreord[i][j+1]!="\0")
{
filfec[i]+=""+filreord[i][j+1];
j+=2;

}

else if(filreord[i][j]!="'\0")

{

filfec[i]+=""+filreord[i][]];



j+=2;

//Printing after FEC Decoding
for(i=0;i<fillen;i++)

{

System.out.println(filfec[i]);

try

{

Thread.sleep(2);

}

catch (Exception er)

{

System.out.println("Sleep Disturbed : "+er);
}

}

//Conersion of Binary Values to String
jTextAreal.append("\n\n Converting Binary to String");
double landa=1;

int mx= (int)(Integer.parseInt(filfec[fillen-1],2));
int add_amount= (int)(mx/100);

int m_end= (int)(mx / landa);

chfec[fillen-1]= (char)m_end;
for(i=0;i<fillen-1;i++)

{

intval[i]= Integer.parseInt(filfec[i],2);
//************************

intval[i]=intval[i] - add_amount;
//************************

chfec[i]=(char)intval[i];

}

try



{

Fien="";

FileOutputStream fw=new FileOutputStream("Output File/Outputl.txt");
for(i=0;i<fillen;i++)

{

Fien+=Character.toString(chfec[i]);

fw.write(chfec[i]);

}

}

catch (Exception er)

{

er.printStackTrace();

}

jTextAreal.append("\n\n Recieved Packets Processing Completed");

System.out.println("\n\pk**¥k¥kxkxkxkxk*x*x*xChannel Decoding Process
Completed***********************");

jTextAreal.append("\n\n Channel Decoding Process Completed");
//System.out.println("\nOutput : "+Fien);
//FileOutputStream fwtr=new FileOutputStream("Destination/Result.txt");

//fwtr.writeUTF(Fien);

private void jButton4_actionPerformed(ActionEvent e)

{

System.out.println("\nOpening Recieved File");
// TODO: Add any handling code here

Resultl re=new Resultl();

re.show();

re.jTextAreal.setText(" ");

re.jTextAreal.setText(Fien);
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intdth=bklen-orgblk;
System.out.println("InterLeaving Depth : "+intdth);
codrt=intdth/bklen;

System.out.println("Coding Rate : "+codrt);
n=bklen;

System.out.println("k = "+k);

System.out.println("n "+n);
//System.out.println("Probjn = "+Probjn);

for(j=((int) (n-7)+1);j<n+1;j++)

{

//System.out.println("j = "+j);
ENI=ENI+(j*(k/n));

}

System.out.println("ENI = "+ENI);

PLReff=ENI/n;

Effy=Per-PLReff;
System.out.println("PLReff = "+PLReff);
System.out.println("Effy = "+Effy);
re.jTextFieldl.setText(""+Effy);
re.jTextField2.setText(""+bklen);
re.jTextField3.setText(""+codrt);
re.jTextField4.setText(""+intdth);
Effy=0;

ENI=0;

PLReff=0;

private void jButton5_actionPerformed(ActionEvent e)

{

System.out.println("\nExit");

System.exit(0);



public static void main(String[] args)

{

new Destinationl();
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java.awt.*;
java.awt.event.*;
javax.swing.*;
java.io.*;

java.net.*;

class PacketQueue extends JFrame

JLabel jLabell;

JLabel jLabel2;

JTextArea jTextAreal;
JScrollPane jScrollPanel;
JPanel contentPane;

int 1,37

JButton jButtonl;

int fillen;

int fillenl;

int intfec|(];

int intvall[];
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public char chfecl];
public char pakchl[][];
public char filreord[][]:
public String filtfr;
public String filfec[];
String Destl,Dest2;
public int ch;

ServerSocket ss;

Socket so;

public PacketQueue ()
{
super () ;

initializeComponent () ;

this.setVisible (true);

try

{

ss=new ServerSocket (4500) ;

while (true)

so=ss.accept () ;

System.out.println ("******xxxx***k*x*xpackets Are Arriving From The
Source**xkxkxkxM) .

jTextAreal.setText ("\n Packets Recieving Started");
DataInputStream disl=new DatalnputStream(so.getInputStream()):
fillen=disl.readInt();

jTextAreal.append ("\n Recieved File Length = "+fillen);
String Ack=disl.readUTF () ;

jTextAreal.append ("\n Address of the Target = "+Ack);

//filtfr=new String[fillen];
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System.out.println("File Length : "+fillen);

Destl="";

FileInputStream fisl=new FilelInputStream("DestlAddress.txt");
while ((ch=fisl.read()) !=-1)

Destl+=(char)ch;

Destl.trim();

Dest2="";

FileInputStream fis2=new FilelInputStream("Dest2Address.txt");
while ((ch=fis2.read()) !=-1)

Dest2+=(char) ch;

Dest2.trim();

if (Ack.equalsIgnoreCase ("Destl")

Socket Del=new Socket (Destl,4501);

DataOutputStream dis2=new
DataOutputStream(Del.getOutputStream()) ;

dis2.writeInt (fillen);

while (fillen>0)

filtfr=disl.readUTF () ;

jTextAreal.append ("\n Packet ["+it+++"] =
"+filtfr);

System.out.println ("Packet ["+i+++"] = "+filtfr);
dis2.writeUTF (filtfr);

jTextAreal.append ("\n Packets Sending =
"+filtfr);

fillen—--;

else if (Ack.equalsIgnoreCase ("Dest2"))

i=0;
Socket De2=new Socket (Dest2,4502);

DataOutputStream dis3=new
DataOutputStream(De2.getOutputStream()) ;
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dis3.writeInt (fillen);

while (fillen>0)

filtfr=disl.readUTF () ;

jTextAreal.append ("\n Packet ["+i+++"] =
"+filtfr);

System.out.println ("Packet ["+i+++"] = "+filtfr);

dis3.writeUTF (filtfr);

jTextAreal.append ("\n Packets Sending =
"+filtfr);

fillen--;

//System.out.println ("Packet : ["+i+"] = "+filtfr);
//fillen--;

//Thread.sleep (25);

catch (Exception er)

System.out.println ("Socket : "+er);

}

private void initializeComponent ()

jLabell = new JLabel();
jLabell.setFont (new Font ("Arial",Font.BOLD,14));
jLabel2 = new JLabel () ;

jLabel2.setFont (new Font ("Arial",Font.BOLD,12));
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jButtonl = new JButton();

jTextAreal = new JTextArea();
jTextAreal.setFont (new Font ("Arial",Font.BOLD,12));
jScrollPanel = new JScrollPane();

contentPane = (JPanel)this.getContentPane () ;

jLabell.setText ("Packet Hiding & Queue");

//3jButtonl.setBackground (new Color (102, 102, 255));
jButtonl.setForeground (new Color (0, 0, 102));
jButtonl.setText ("Exit") ;
jButtonl.addActionListener (new ActionListener () {
public void actionPerformed (ActionEvent e)

{

jButtonl actionPerformed(e);

}

jLabel2.setText ("Status Information");

jScrollPanel.setViewportView (jTextAreal) ;

contentPane.setLayout (null) ;
//contentPane.setBackground (new Color (194, 124, 125));
contentPane.setBackground (new Color (199, 101, 202));
addComponent (contentPane, jLabell, 100,14,162,36);
addComponent (contentPane, jButtonl, 133,330,83,32);
addComponent (contentPane, jLabel2, 130,65,197,30);

addComponent (contentPane, jScrollPanel, 49,103,279,214);

this.setTitle ("Packet Hiding & Queue");
this.setLocation (new Point (0, 0));

this.setSize (new Dimension (387, 400));
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private void addComponent (Container container,Component c,int x,int y,int width, int
height)

c.setBounds (x,y,width,height) ;

container.add(c) ;

private void jButtonl actionPerformed(ActionEvent e)
{

System.exit (0);

public static void main(String[] args)throws ClassNotFoundException

new PacketQueue () ;
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Abstract:

SQL injection vulnerabilities effective mechanism is that if you have programs through which
they could access unauthorized data. SQL injection is a method of unauthorized access. This
character has special meaning in a programming language parser and cause SQL, SQL
permissions as the user input Bgyrd.ma In this study, an effective mechanism to prevent SQL
injection attacks in programming environments offer we do. We SQL commands to prevent
SQL injection dynamically according to the request of users on a server, in order to protect the
system. This method has the potential to have a positive impact on the security of SQL. In this
study, we examined a model to prevent SQL injection in ASP.NET implemented in software.
The proposed method can provide more than 10 percent improvement in performance.

Key words: injection SQL, security, parser, SQL license ASP.NET, SQL.
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